
 
 

 

 

 

Overview 

Compliance with 21 CFR, Part 11 is a critical requirement for companies in industries such as pharmaceutical and medical device 
manufacturing and are regulated by the FDA. If it is required that data is rigorously regulated and officially secured in accordance with 
21 CFR Part 11, ORFLO offers an additional software upgrade for both the Moxi V and Moxi GO II that can be purchased to activate 
Secure Mode. The software upgrade comes as a one-time purchase that can be activated remotely. 
 

Secure Mode Features 

Unique user logins 
User system access control 
Electronic signatures 
Detailed system event logging 
Controlled access to data modification and backup 
Automated logging of data generation and change events 
 

User Roles 

The Secure Mode firmware classifies users into three separate roles:  Normal Users (Users), Reviewers, and Administrators (Admins).  
Details on the privileges associated with each role are outlined below.  It is critical that organizations carefully consider the role for 
which each system operator will be assigned.  For this reason, the system only allows administrators to add users. The privileges 
associated with each role are:  
 
Normal Users (Users) 

 System login 

 Run Tests 
 Select any assay 
 Load sample and view data 
 Adjust gates prior to saving 
 Assign a file name prior to saving 
 Store/Recall Gates 
 Compensate Data 
 Print Bitmaps of tests 
 Save Data (with Signature) 

 View Saved Data 
 View any saved data that they created 
 Print bitmaps of that data 
 Adjust gates on the data (adjustments can’t 

be saved without approval of a reviewer) 

 Adjust Fluorescent Gain Setting for tests 
 

Reviewers 

 All privileges associated with Users 

 Ability to modify the gates on saved/edited data 
(requires signature) 

 Ability to approve modification of gates by another 
user for saved data. 

 Ability to navigate to other Users directories to 
view/edit data. 

 
Administrators (Admins) 

 All privileges associated with Users and Reviewers 

 Add/Delete and Modify Users 

 Change all System Settings 
 Date 
 Time 
 Auto Noise-Find 
 Auto Gate Setting 
 Idle Shutdown Timer 
 Password Expiration period 
 Secure mode On/Off Toggle 

 Delete saved data 

 Format the data disk  

 Mount/connect system as an external disk to a 
computer via USB, allowing access to: 

 Transfer/delete all users data 
 Transfer/delete system log files 
 Transfer/Delete BMP files 
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Electronic Signature 

When the user saves the data, a dialog box will be 
presented, requiring the user to digitally sign the data.  
Per the 21 CFR Part 11 specifications, the initial data 
save for every session requires the entry of both the 
User ID and Password (user login). Signatures apply to 
both newly generated data as well as saved data 
modification.   

 

 

 

 

 

 

 

 

 

 

 

System Event Logging 

To comply with 21 CFR Part 11 requirements, the system 
automatically logs all relevant user actions in a system level 
event log.  The event logs are stored in the Admin directory on 
the Moxi GO II and Moxi V disk when connected by an 
Administrator.  Log files are generated on a weekly basis with 
the following naming format “SysLog-YYYYMMDD-
HHMMSS.csv”, where the following parameters correspond to 
the creation date/time of the log file. 

 

 
 

All events are logged with the date/time of the event, the user id, user first name, the user last name, and the event type (see below for event 
types logged).  There is also a general Parameter field that holds event specific information such as the Role of the person responsible for the 
event, or the updated gate locations for data events (red arrow in image above/right).   
The following event types are logged in the Moxi GO II system logs:  
  
Logins 

 Sign-in 

 Sign-out 

 Failed login event 
User Administration 

 Add a User 

 Edit User (modify a user) 
Password Change 

File checksum failure 
USB connect events 
Test/Data 

 Creation 

 Modification with Approval 

 Deletion  
System Power-on 
System Power-down 


